








• As shown in the figure:

▫ R1 and R2 reside in AS 101, and establish an IBGP peer relationship with each 
other. R3 and R4 reside in AS 102, and each establishes an EBGP peer relationship 

with R2.

▫ R1 is directly connected to three network segments: Net1, Net2, and Net3. R1 

advertises routes to the three network segments to its BGP routing table.

▫ R2 can filter out the Net2 route through BGP route control so that R2's BGP 

routing table does not contain the Net2 route.

▫ R3 and R4 can implement BGP route control by modifying the attributes of the 

Net1 and Net3 routes, respectively. In this way, when a device in AS 102 accesses 
Net1, R3 is preferentially selected as the egress device; when the device accesses 

Net3, R4 is preferentially selected as the egress device.

• Note: For details about the ACL, IP prefix list, filter-policy, route-policy, and BGP path 

attributes, see the "HCIP-Datacom-Core Technology" course.



• A regex has the following functions:

▫ Checks and obtains the sub-character string that matches a specific rule in the 
character string.

▫ Replaces the character string based on matching rules.



• Note: The parentheses () can be used to define the scope and priority of an operator. 

For example, gr(a|e)y is equivalent to gray|grey.



• Quiz:
• Type 1:

▫ ^a.$: matches a character string that starts with the character a and ends with 
any single character, for example, a0, a!, ax, and so on.

▫ ^100_: matches a character string starting with 100, for example, 100, 100 200, 
100 300 400, and so on.

▫ ^100$: matches only 100.
▫ 100$|400$: matches a character string ending with 100 or 400, for example, 100, 

1400, 300 400, and so on.
▫ ^\(65000\)$: matches (65000) only.

• Type 2:
▫ abc*d: matches the character c zero or multiple times, for example, abd, abcd, 

abccd, abcccd, abccccdef, and so on.
▫ abc+d: matches the character c once or multiple times, for example, abcd, abccd, 

abcccd, abccccdef, and so on.
▫ abc?d: matches the character c zero times or once, for example, abd, abcd, 

abcdef, and so on.
▫ a(bc)?d: matches the character string bc zero times or once, for example, ad, 

abcd, aaabcdef, and so on.
• Type 3:

▫ [abcd]: matches any character in the string abcd, for example, ax, b!, abc, d0, 
and so on.

▫ [a-c 1-2]$: matches a character string ending with any of a, b, c, 1, and 2, for 
example, a, a1, 62, xb, 7ac, and so on.

▫ [^act]$: matches a character string that does not end with a, c, or t, for example, 
ax, b!, d, and so on.

▫ [123].[7-9]: matches the character strings such as 1 7, 2x9, and 348.



• The AS_Path attribute is a well-known mandatory attribute of BGP. All BGP routes 

must carry this attribute. This attribute records the numbers of all the ASs that a BGP 
route traversed during transmission.

• The value of the AS_Path attribute can be 0, 1, or a set of multiple AS numbers.





• Multiple matching rules (each in permit or deny mode) can be specified in an AS_Path

filter. These rules are in the OR relationship, which means that if a route matches one 
of the matching rules, the route is considered to match the AS_Path filter.

• Command: [Huawei] ip as-path-filter {as-path-filter-number | as-path-filter-name} 
{deny | permit} regular-expression

▫ as-path-filter-number: specifies the number of an AS_Path filter. The value is an 
integer ranging from 1 to 256.

▫ as-path-filter-name: specifies the name of an AS_Path filter. The value is a string 
of 1 to 51 case-sensitive characters. It cannot be comprised of only digits. If 

spaces are used, the string must start and end with double quotation marks (").

▫ deny: sets the matching mode of the AS_Path filter to deny.

▫ permit: sets the matching mode of the AS_Path filter to permit.

▫ regular-expression: specifies a regex for the AS_Path filter. The value is a string of 

1 to 255 characters and can contain spaces.

• The default behavior of an AS_Path filter is deny. That is, if a route is not permitted in 

a filtering, the route fails to match the AS_Path filter. If all matching rules in an 
AS_Path filter work in deny mode, all BGP routes are denied by the filter. To prevent 

this problem, configure a matching rule in permit mode after one or more matching 
rules in deny mode so that the routes except for those denied by the preceding 

matching rules can match the filter.









• The community attribute is an optional transitive attribute. It can identify the routes 

with the same characteristics, regardless of the scattered route prefixes and various AS 
numbers. That is, a specific community value can be assigned to some routes so that 

these routes can be matched against the community value instead of the network 
number or mask. Then, a corresponding routing policy can be applied to the matched 

routes.





• Command: [Huawei-route-policy] apply community { community-number | aa:nn | 

internet | no-advertise | no-export | no-export-subconfed } [ additive ]

▫ community-number | aa:nn: specifies a community number for a community 

attribute. A maximum of 32 community numbers can be specified at a time using 
this command. The value of community-number is an integer ranging from 0 to 

4294967295. The values of aa and nn are also integers ranging from 0 to 65535.

▫ internet: allows the matched routes to be advertised to any peers. By default, all 

routes belong to the Internet community.

▫ no-advertise: prevents the matched routes from being advertised to any peer. 

After a device receives a route with this attribute, it cannot advertise this route to 
any other BGP peers.

▫ no-export: prevents the matched routes from being advertised outside the local 
AS but allows them to be advertised to other sub-ASs in the local AS. After a 

device receives a route with this attribute, it cannot advertise this route outside 
the local AS.

▫ no-export-subconfed: prevents the matched routes from being advertised 
outside the local AS or to other sub-ASs in the local AS. After a device receives a 

route with this attribute, it cannot advertise this route to any other sub-ASs.

▫ additive: adds community attributes to the routes that match the filtering 

conditions.



• Command: [Huawei] ip community-filter { basic comm-filter-name | basic-comm-
filter-num } { permit | deny } [ community-number | aa:nn | internet | no-export-
subconfed | no-advertise | no-export ] 

▫ basic comm-filter-name: specifies the name of a basic community filter. The 
value is a string of 1 to 51 case-sensitive characters. It cannot be comprised of 
only digits.

▫ basic-comm-filter-num: specifies the number of a basic community filter. The 
value is an integer ranging from 1 to 99.

▫ deny: sets the matching mode of the community filter to deny.

▫ permit: sets the matching mode of the community filter to permit.

▫ community-number: specifies a community number. The value is an integer 
ranging from 0 to 4294967295.

▫ aa:nn: specifies a community number. A maximum of 20 community numbers can 
be specified at a time using this command. The values of aa and nn are integers 
ranging from 0 to 65535.

▫ internet: allows the matched routes to be advertised to any peers.

▫ no-export-subconfed: prevents the matched routes from being advertised 
outside the local AS. If a confederation is used, the matched routes will not be 
advertised to the other sub-ASs in the confederation.

▫ no-advertise: prevents the matched routes from being advertised to any other 
peers.

▫ no-export: prevents the matched routes from being advertised outside the local 
AS. If a confederation is used, the matched routes will not be advertised outside 
the confederation but will be advertised to the other sub-ASs in the 
confederation.



• Command: [Huawei-route-policy] if-match community-filter { basic-comm-filter-num
[ whole-match ] | adv-comm-filter-num }

• Command: [Huawei-route-policy] if-match community-filter comm-filter-name [ 

whole-match ]

▫ basic-comm-filter-num: specifies the number of a basic community filter. The 

value is an integer ranging from 1 to 99.

▫ adv-comm-filter-num: specifies the number of an advanced community filter. The 

value is an integer ranging from 100 to 199.

▫ comm-filter-name: specifies the name of a community filter. The value is a string 

of 1 to 51 case-sensitive characters. It cannot be comprised of only digits. If 
spaces are used, the string must start and end with double quotation marks (").

▫ whole-match: indicates complete matching. That is, all the community attributes 
in the specified community filter must be matched. This parameter applies only 

to basic community filters.





• Command: [R1] route-policy Community permit node 20

• Run this command to allow the route 10.1.2.2/32 to be advertised properly.

















• Command: [Huawei-bgp-af-ipv4] peer { group-name | ipv4-address } ip-prefix ip-
prefix-name { import | export }

▫ import: applies the routing policy to the routes received from the peer or peer 

group.

▫ export: applies the routing policy to the routes to be advertised to the peer or 

peer group.

• Command: [Huawei-bgp] peer { group-name | ipv4-address } capability-advertise orf

[ non-standard-compatible ] ip-prefix { both | receive | send } [ standard-match ]

▫ non-standard-compatible: indicates that the ORF capability supported by the 

Huawei device is compatible with that supported by a non-Huawei device.

▫ both: enables the local device to both send and accept ORF packets.

▫ receive: enables the local device to only accept ORF packets.

▫ send: enables the local device to only advertise ORF packets.

▫ standard-match: matches routes according to the prefix matching rules defined 
in an RFC standard.







• Each peer in a peer group can be configured with its own policies for route 

advertisement and acceptance.



Command: [Huawei-bgp] group group-name [ external | internal ]

▫ group-name: specifies the name of a peer group. The value is a string of 1 to 47
case-sensitive characters. If spaces are used, the string must start and end with 

double quotation marks (").

▫ external: creates an EBGP peer group.

▫ internal: creates an IBGP peer group.



• As shown in the figure, assume that static routes are used or OSPF is used to ensure 

internal network reachability in AS 102. The configuration details are not provided 
here.







• BGP uses TCP as its transport layer protocol and considers a TCP packet valid only if 

the source IP address, destination IP address, source port number, destination port 
number, and TCP sequence number in the packet are correct. Most of the preceding 

parameters in a TCP packet can be easily obtained by attackers. To protect BGP from 
attacks, use MD5 authentication or keychain authentication between BGP peers to 

reduce the possibility of attacks.

▫ The MD5 algorithm is easy to configure and generates a single password, which 

can only be manually changed.

▫ The keychain algorithm is complex to configure and generates a set of 

passwords. Keychain authentication allows passwords to be changed 
automatically based on configurations. Therefore, keychain authentication is 

applicable to networks requiring high security.

• Note: BGP MD5 authentication and BGP keychain authentication are mutually 

exclusive.



• As shown in the figure, if BGP GTSM is not enabled, the device finds that the received 

numerous bogus BGP messages are destined for itself, and directly sends them to the 
control plane for processing. As a result, the control plane has to process a large 

number of bogus messages, causing the CPU usage to go excessively high and the 
system to be unexpectedly busy.



• Command: [Huawei-bgp] peer { group-name | ipv4-address | ipv6-address } keychain

keychain-name

▫ keychain-name: specifies the name of a keychain. The value is a string of 1 to 47 

case-insensitive characters. It cannot contain question marks (?). If spaces are 
used, the string must start and end with double quotation marks (").



• Command: [Huawei-bgp] peer { group-name | ipv4-address | ipv6-address } valid-ttl-

hops [ hops ]

▫ hops: specifies the number of TTL hops to be checked. The value is an integer 

ranging from 1 to 255. The default value is 255. If you specify hops, the valid 
range of TTL values in the messages to be checked is [255 – hops + 1, 255].

• Command: [Huawei] gtsm default-action { drop | pass }

▫ drop: indicates that the messages that do not match the GTSM policy cannot 

pass filtering and are dropped.

▫ pass: indicates that the messages that do not match the GTSM policy can pass 

filtering.

• Command: [Huawei] gtsm log drop-packet all

▫ all: indicates all boards.



• As shown in the figure:

▫ Assume that static routes are used or OSPF is used to ensure internal network 
reachability in AS 101. The configuration details are not provided here.

▫ R1 advertises the route destined for the IP address of its loopback0 interface to 
the BGP routing table.









• RR-related roles:

▫ RR: BGP device that reflects the routes learned from an IBGP peer to other IBGP 
peers. An RR is similar to the designated router (DR) on an OSPF network.

▫ Client: IBGP peer whose routes are reflected by the RR to other IBGP peers. In an 
AS, clients only need to be directly connected to the RR.

▫ Non-client: IBGP device that is neither an RR nor a client. In an AS, full-mesh 
connections still must be established between non-clients and RRs, and between 
all non-clients.

▫ Originator: device that originates routes in an AS. The Originator_ID attribute is 
used to prevent routing loops in a cluster.

▫ Cluster: a set of RRs and their clients. The Cluster_List attribute is used to prevent 
routing loops between clusters.

• When configuring a BGP router as an RR, you also need to specify a client of the RR. A 
client does not need to be configured because it is not aware that an RR exists on the 
network.

• Rules for an RR to advertise routes:

▫ After learning routes from non-clients, the RR selects and advertises the optimal 
route to all its clients.

▫ After learning routes from clients, the RR selects and advertises the optimal route 
to all its non-clients and clients (except the originating client).

▫ After learning routes learned from EBGP peers, the RR selects and advertises the 
optimal route to all its clients and non-clients.







• The route advertisement rules for hierarchical RR networking are the same as those for 

single-cluster RR networking.

• The following factors need to be considered for hierarchical RR design:

▫ Size of the top-layer full-mesh topology: If the number of full-mesh IBGP 
connections has exceeded the management capacity, hierarchical RR networking 

can be deployed.

▫ Number of alternate paths: This factor affects load balancing and resource 

consumption. More layers reduce the number of links for load balancing but 
require fewer router resources.
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